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Why OIG Did This

Review

Successful national vaccination
campaigns and routine
vaccination efforts depend on
complete and timely vaccination
data being available to State and
local immunization programs.
The Centers for Disease Control
and Prevention (CDC) relies on
State and local immunization
programs to monitor vaccination
coverage and to plan strategies
to increase uptake among
communities with low coverage.
To fulfill this important role,
immunization programs need
complete and accurate
individual-level vaccination data
from all providers.

Comprehensive data are
important for State and local
immunization programs;
however, two key types of
providers are not required to
submit individual-level data to
immunization programs’
databases: Federal agencies and
retail pharmacies that partner
with the Federal government.
Combined, these two types of
providers have already
administered over 250 million
COVID-19 vaccine doses.

How OIG Did This

Review

In December 2021, we
administered a survey to 56
State and local immunization
programs that have
immunization databases. We
asked immunization programs
whether they receive COVID-19
vaccination data from Federal
agencies and retail pharmacy
partners; whether they
experience challenges in
obtaining complete and accurate
data; and how these challenges
impact their vaccination
campaigns, if at all.

Challenges With Vaccination Data Hinder State
and Local Immunization Program Efforts To
Combat COVID-19

What OIG Found

State and local immunization programs reported
experiencing challenges in obtaining data for their
immunization databases both from Federal agencies
that provide vaccinations and from retail pharmacies
that receive vaccines from CDC (to which we refer as
retail pharmacy partners). As of December 2021,
nearly all State and local immunization programs
reported that they were not receiving individual-level
data on vaccinations from at least one of the three
Federal agencies with the largest vaccination
programs: the Department of Veterans Affairs (VA),
the Department of Defense (DoD), and/or the Indian
Health Service (IHS). Most programs reported that
they received data from retail pharmacy partners,
but the data were was often incomplete, inaccurate, or delayed. Federal agencies and retail
pharmacy partners are not required to submit vaccination data to immunization programs.

Key Takeaway

Many State and local
immunization programs reported
having incomplete individual
level data for the more than 250
million COVID 19 vaccine doses

administered by Federal agencies
and retail pharmacies that receive
vaccines directly from CDC.
These programs rely on
individual level data in their
immunization databases to
manage vaccination campaigns.

Immunization programs said that without complete individual-level vaccination data, they
struggled to accurately measure vaccination coverage and to target outreach to
unvaccinated and vulnerable populations. Because State and local immunization databases
contain data on all types of vaccinations, if left unresolved, these challenges will likely hinder
the ongoing COVID-19 vaccination campaign, responses to future public health emergencies,
and routine vaccination campaigns (e.g., flu shots).

State and local immunization programs said that they need help from CDC to obtain
comprehensive vaccination data. Immunization databases are operated by 64 separate
States, cities, and territories, with varying policies and technological capabilities. Federal
agencies and retail pharmacy partners agreed to submit COVID-19 vaccination data either to
State and local immunization databases or directly to CDC. CDC reported that it was
determined that Federal agencies would transmit data directly to CDC only, rather than to
immunization databases, because of policy and technical challenges that could not be
resolved in the necessary timeframe. Retail pharmacy partners often do not share these
challenges, and CDC reported encouraging them to submit data directly to immunization
databases. The Federal government set up systems outside of State and local immunization
databases to help share data that CDC receives with immunization programs, but the data it
shares are aggregated, and programs reported that these aggregate data were not sufficient
to comprehensively monitor their vaccination campaigns. To meet this need in the long
term, CDC established and is working to set up the Immunization Gateway (IZ Gateway)—

a data-exchange system intended to connect Federal agencies with immunization
programs—but programs reported that it has been delayed. Given the complexity of
collecting and sharing data across the many different stakeholders that make up the Nation’s
public health system, CDC has publicly called for updated data authority to better address
public health concerns. However, there are steps CDC can take in the interim to help address
immunization program needs.



What OIG Recommends and How the Agency Responded

We recommend that CDC (1) work with State and local immunization programs, and retail
pharmacy partners, to mitigate reported data gaps and timeliness challenges and (2) provide
educational outreach to ensure that State and local immunization programs are aware of
existing tools to address vaccination campaign needs. CDC nonconcurred with our first
recommendation and concurred with our second recommendation.



KEY FINDINGS

Challenges with data on vaccines administered by Federal vaccination
providers hindered State and local immunization programs’ efforts to
comprehensively monitor COVID-19 vaccination coverage.

State and local immunization programs reported that they did not receive
individual-level data on vaccines administered by Federal agencies.

Federal agencies may submit data either to State and local immunization databases or
to CDC. However, CDC reported to OIG that it was determined that Federal agencies
should submit data to CDC for efficiency related to policy and technical challenges in
establishing connections to immunization databases. CDC shares aggregated Federal
agency data with State and local immunization programs, but some programs
reported that these aggregate data were not sufficient for individual-level monitoring.

\-' VA has administered over 7.4 44 of the 56 immunization programs
million COVID-19 vaccinations reported not receiving any individual-
@ level vaccination data from VA

‘ DoD has administered over 7.5 42 of the 56 immunization programs
(] million COVID-19 vaccinations reported not receiving any individual-
"" level vaccination data from DoD
e @ IHS hasadministered over 2.2 16 of 25 immunization programs

. o Million COVID-19 vaccinations reported challenges obtaining
individual-level vaccination data from

IHS

Source: CDC COVID-19 Data Tracker, OIG analysis of survey results, 2022."

State and local immunization programs reported challenges with data on
individual-level vaccine administration received from pharmacies that
partner with the Federal government.

While Federal retail pharmacy providers may submit data either to immunization
databases or to CDC, CDC reported to OIG that pharmacies were encouraged to
submit vaccination data to immunization databases because many pharmacies
already have connections established.

Retail pharmacies partnering with 44 of the 56 immunization programs
the Federal government have reported not receiving complete,
administered over 234.9 million accurate, and timely data from all
COVID-19 vaccinations Federal retail pharmacy providers

Source: CDC Federal Retail Pharmacy Program, OIG analysis of survey results, 2022.2
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BACKGROUND

OBJECTIVE

Identify the extent to which the immunization databases of States and local
immunization programs receive COVID-19 vaccination data from Federal
agencies and retail pharmacy partners.

State and Local Immunization Databases

State and local health departments rely on Immunization Information Systems
(IIS)—confidential, population-based, computerized databases that record
information on immunization doses and are maintained by State and local
immunization programs (hereinafter referred to as immunization databases).? These
immunization databases can help vaccination providers determine patient needs
and assist in surveillance and program operations to guide public health.*
Immunization databases should combine immunization information from
participating providers into a single record for each person residing or receiving
vaccines in a given jurisdiction.”> Relying primarily on CDC funding, all 50 States, the
District of Columbia, 5 other cities, and 8 territories each operate an immunization
database.® These databases collectively are the backbone for monitoring
vaccinations during a national mass-vaccination campaign, such as the COVID-19
vaccination effort.” 8

According to the Centers for Disease Control and Prevention (CDC), these
immunization databases play a critical role in monitoring COVID-19 vaccination
administration and coverage estimates.’ As outlined in the COVID-19 Vaccination
Program Interim Playbook for Jurisdiction Operations (the Playbook), CDC instructed
State and local immunization programs to use their immunization databases to
collect required data on vaccine administration and report those data to CDC.™
Required data include elements such as administration date, dose number, and
recipient ethnicity."

CDC established functional standards and guidance for State and local
immunization programs to improve immunization databases so that the databases
are capable of achieving the vision of easily accessible real-time, consolidated
immunization data.’® For example, one standard states that databases should
support public health response during disease outbreaks.” Another standard states
that databases should support immunization program activities during a public
health emergency according to the jurisdiction’s public health emergency plan.™
CDC conducts an annual survey of immunization programs about their databases,
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using these functional standards to measure progress, identify areas for
improvement, set program priorities, and influence policy-level decision making."
Although jurisdictions rely primarily on CDC grants for IIS maintenance, operation,
and enhancement, CDC does not require grantees to satisfy all standards as a
condition of funding.” Adherence to the functional standards is encouraged, but
remains with each IIS program.’’

The 64 immunization databases are operated by State and local immunization
programs, and vary as to local reporting requirements, data-sharing polices, and
system capabilities. For example:

e Some immunization programs operate under State laws or policies that
prohibit sharing personally identifiable information about residents with
the Federal government.™

e Some immunization databases do not have bidirectional data exchange
capabilities, which limits the ability to share immunization data with
providers and other immunization database users who need it." 2°

e Some immunization programs do not require vaccine providers to
report data for individuals over the age of 19.”

e Some immunization programs do not require all pharmacists to report
vaccinations administered to their immunization database.?

CDC and others have highlighted the need for increased investment and authority
related to public health data. CDC called for increased data modernization and
authority to address data gaps created by receiving data from a variety of sources in
inconsistent ways.?* Specifically, CDC noted that updated data authority could
improve CDC's legal ability to access secure public health data in a timely and
coordinated way. Additionally, in March 2022 former CDC directors called attention
to the lack of funding and legal authority needed for CDC to achieve accurate,
timely, and comprehensive data.?*

Federal Agencies and Retail Pharmacy Partners

COVID-19 vaccine providers may receive their vaccine supply directly from CDC,
from their respective local health departments, or from a combination thereof.?
Two types of vaccination providers who receive some portion of their vaccine supply
directly from CDC are (1) Federal agencies that provide vaccines and (2) retail
pharmacies that partner with the Federal government as members of the Federal
retail pharmacy partner program.®® ?

Federal agencies and pharmacies that receive vaccines directly from CDC signed
agreements which specified the conditions for receiving COVID-19 vaccines. These
agreements state that Federal retail pharmacy partners and Federal agency
providers should transmit data on vaccine administration either (1) to State and
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local immunization databases or (2) to another system, as designated or agreed to
by CDC. CDC told OIG that it was determined that Federal agencies would transmit
data directly to CDC only, to allow efficient resolution of policy and technical
requirements that could not have been achieved in the necessary timeframe at the
individual immunization program level. However, many retail pharmacies were
connected to State and local immunization databases prior to the COVID-19
vaccination campaign and CDC stated to OIG that it encouraged retail pharmacy
partners to directly transmit vaccination data to State and local immunization
databases. The signed agreements also outline timeliness expectations for
transmitting vaccination data, stating that transmission should occur as soon as
practicable, or within 72 hours, depending on the type of vaccination provider and
jurisdictions’ immunization database capabilities.

The number of these Federal agency and pharmacy partners providing vaccinations
varies amongst immunization programs' jurisdictions, but they are widespread and
represent a substantial portion of the data that immunization programs need. For
example, while all jurisdictions may not have DoD facilities, VA is present in all
States. Combined, these two agencies have administered over 14 million doses to
veterans, active military, and other beneficiaries. All State and local immunization
programs utilize the Federal retail pharmacy program to help administer
vaccinations in their areas.?® There are 21 pharmacy partners, representing 41,000
locations.?® In addition to including large chain pharmacies (e.g., Walgreens, CVS)
the program includes partners with a small number of stores and those which serve
rural areas. As of March 2022, pharmacy partners receiving vaccines directly from
CDC were responsible for 40 percent of all administered doses of COVID-19
vaccines.®® 3!
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Federal agencies and pharmacy partners have administered over 250
million COVID-19 vaccinations nationally.

Of the five Federal agencies that provide vaccinations, these three have
administered the most doses: the Department of Veterans Affairs (VA), the
Department of Defense (DoD), and the Indian Health Service (IHS).

\_/ o0
7 ) M\
©
VA has administered DoD has administered IHS has administered
7.4 million 7.5 million 2.2 million
COVID-19 vaccinations to  COVID-19 vaccinations to  COVID-19 vaccinations to
veterans, their spouses, service members and American Indians and
and caregivers eligible civilians Alaska Natives

There are over 41,000 retail pharmacy partners that receive COVID-19 vaccines
directly from CDC.

Retail pharmacy partners have administered over
m 234.9 million

COVID-19 vaccinations

Sources: CDC COVID-19 Data Tracker, CDC Federal Retail Pharmacy Program.3% 33

Immunization Gateway (IZ Gateway)

The Immunization Gateway (IZ Gateway) development began prior to the pandemic
as a Health and Human Services (HHS) pilot project with the focus of facilitating
interstate vaccine administration data exchange.>* ** In the Playbook, CDC
described the 1Z Gateway as a tool for (1) Federal agencies to share immunization
data with State and local immunization programs, and (2) sharing among different
State and local immunization databases.>*®* CDC told OIG that it is not currently
planning to use the IZ Gateway to share data between immunization programs and
retail pharmacies because most pharmacies can already exchange data with State
and local immunization databases. CDC identified connecting immunization
databases to the 1Z Gateway as an immediate priority in the Playbook.>” However,
connecting these systems has been a complex process that encountered setbacks
during the campaign.3® *

Once a jurisdiction or Federal agency provider is connected, the IZ Gateway can
provide access to patient-identifiable vaccination records, which is important for
immunization programs. For example, once a Federal agency is connected to the 1Z
Gateway, the agency can report and query any vaccination data with multiple State
and local immunization programs.*® Additionally, multijurisdictional providers and
immunization programs can query the IZ Gateway to obtain an individual’s full
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immunization history across States and localities.*’ Immunization programs need
identifiable records to link with existing data in their immunization databases and
perform functions such as facilitating authorized access to vaccination records by
individuals and their providers.

Tiberius

Tiberius is a platform created specifically for the COVID-19 pandemic that pulls data
from various sources to display aggregated, deidentified information related to
manufacturing; supply chain; allocation; and delivery and administration of vaccines.
Tiberius was developed for Operation Warp Speed (later renamed Countermeasures
Acceleration Group (CAG)), the collaboration of the Department of Defense (DoD)
and HHS. When CAG was dissolved in December 2021, management of Tiberius
was transitioned to CDC.** Tiberius provides a zip code view of priority populations
and provides tools to assist State and local immunization campaigns in decision
making.*® Tiberius integrates COVID-19 vaccination data from several systems, such
as data that Federal agencies and retail pharmacy partners submit to CDC.

The Federal government offered technical assistance and other opportunities to
State and local immunization programs to help them use Tiberius for their
vaccination campaigns.** CDC reported to OIG that regular trainings in addition to
office hours were offered to State and local immunization programs. If an
immunization program reported challenges reconciling data between its
immunization database and Tiberius, CDC offered support and, in some cases, a
contractor. Additionally, in June 2022, following immunization programs’ feedback
asking for increased information about vaccinations provided by retail pharmacy
partners, CDC informed jurisdictions that efforts to improve Tiberius and create a
more efficient and unified presentation of retail pharmacy partner activity were
beginning.

However, media outlets reported that State and local immunization programs
struggled to leverage Tiberius for their COVID-19 vaccination campaigns. One
program noted that the platform was complex and required multiple staff members
to undergo training.** A second program reported that it was unable to use
Tiberius to locate and map all critical populations.*® Unlike the 1Z Gateway, Tiberius
does not provide access to patient-identifiable records.*’

CDC COVID-19 Data Tracker

CDC publishes a public online data dashboard, the COVID-19 Data Tracker, which
includes aggregate information about vaccinations administered (e.g., vaccination
coverage; vaccines administered by race/ethnicity, age, and sex; and vaccinations by
county).”® The information currently is updated weekly.* The tracker includes
information submitted through State and local immunization databases, the Vaccine
Administration Management System (VAMS), and direct data submissions.”® VAMS
is an online tool to manage vaccine administration available to enrolled
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jurisdictions, Federal agencies, and organizations that do not have existing systems
to report data on COVID-19 vaccine administration.”’ CDC does not share any
personally identifiable information.

Related Work

In conjunction with this work, OIG issued Early Challenges Highlight Areas for
Improvement in COVID-19 Vaccination Programs (OEI-04-21-00190), which provides
a broader review of challenges faced by State and local immunization programs in
the early stages of the COVID-19 vaccination including (1) achieving logical
efficiency, (2) obtaining complete vaccine data from all providers, (3) combating
vaccine hesitancy with public health messaging, and (4) overseeing vaccine
providers.

OIG recommended that CDC (1) update mass vaccination program plans with
strategies that address awardee-reported logistical challenges; (2) strengthen
reporting of vaccine allocation and administration data; (3) clarify roles and
responsibilities within HHS for vaccine public health messaging during a pandemic;
and (4) work with State and local immunization programs to enhance current and
future capabilities for provider training and oversight.

Methodology

To understand how many State and local immunization programs were receiving
data, in December 2021 we administered an online survey to 56 State and local
immunization programs that have immunization databases. These included all 50
States and the 6 cities (Chicago, the District of Columbia, Houston, New York City,
Philadelphia, and San Antonio) that operate an immunization database. We did not
survey the eight territories with an immunization database. We asked immunization
programs whether they receive COVID-19 vaccination data from Federal agencies
that provide vaccinations and retail pharmacies partnered with CDC, and whether
they experience challenges obtaining complete and accurate data. We also asked
programs how missing or inaccurate data affects local vaccination campaigns, if at
all. We did not ask State and local immunization programs about their
immunization database technical capabilities or reporting requirements. We did not
survey Federal agencies or retail pharmacy partners.

Limitations

Our analysis relied only on self-reported data from State and local immunization
programs. We did not independently verify information received from
immunization programs. We followed up with programs to clarify responses only
when their survey results were unclear.
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Standards

We conducted this study in accordance with the Quality Standards for Inspection
and Evaluation issued by the Council of the Inspectors General on Integrity and
Efficiency.
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FINDINGS

Most State and local immunization programs did not receive
individual-level data on vaccinations administered by at least
one Federal agency, and programs reported challenges with the
limited data received

As of December 2021, 52 out of 56 State and local immunization programs reported
not receiving any individual-level vaccination data from at least one of the following
Federal agencies that provide vaccinations: VA, DoD, and/or IHS.>® Further,
immunization programs reported that when they did receive vaccination data from
these Federal agencies, the data were often untimely or incomplete.

CDC does not require Federal agencies to submit individual-level vaccination data
directly to State and local immunization databases. Federal agencies’ signed
agreements with CDC state that vaccination data must be transmitted either to State
and local immunization databases or to another system as agreed upon. CDC told
OIG that it was determined that Federal agencies would report directly to CDC only,
due to policy and technical limitations. State and local immunization databases are
designed for individual-level data about vaccine doses and the residents who received
them. CDC provides aggregated (i.e., zip-code-level) summaries of COVID-19 vaccine
doses administered by the Federal agencies, but this information cannot be
integrated directly into State and local immunization databases.>

Most immunization programs reported not receiving individual-
level data on vaccinations administered by Veterans Affairs or
Department of Defense providers

Forty-four State and local immunization programs reported not receiving any

individual-level data on COVID-19 vaccinations administered by VA, and 42 reported
not receiving this data from DoD.
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Pre-existing data-sharing policies may limitan 44 of the 56 immunization

agency's ability to share data on vaccine programs reported not
administration with a State or local receiving any data from VA
immunization program. For example, one providers

immunization program reported that VA
maintained that its patients must consent
before their data can go to the immunization

X X
database. In one State, the governor enacted 3 el < el 52l el e
an executive order requiring VA to transmit
data to the State’s immunization database.> o] o] DR ) [ |20 s
An additional immunization program reported MEATEME A AR
being told that VA's current privacy policy LRl
does not allow the sharing of health data X X X X X X X
unless there is a State mandate. X X X X X X X
Immunization programs reported similar Source: OIG analysis of survey data, 2022.

challenges with DoD, citing DoD confidentiality and privacy concerns. For example,
one immunization program reported that DoD clinics are hesitant to share data on
vaccine administration without expressed approval from leadership although DoD has
released COVID-19 case data to comply with the State's law. Further, one program
specifically stated that there is no requirement for DoD to share data with its local
immunization database, and any data obtained is due to local entities building
relationships with organizations in their jurisdiction.

Of the smaller group of State and local
42 of the 56 immunization immunization programs that reported receiving
L reported not some data from VA or DoD, most reported that
receiving any data from DoD . - o
e their |rr'1m'un|zat|on databases QO not receive timely

transmissions on a regular basis. Instead, these
programs sometimes reported that VA and DoD
occasionally submitted files for batch upload or that
providers manually entered data directly into the
immunization database. For example, one
immunization program reported that VA only
manually uploads a file upon request of the
immunization program. Similarly, one program
reported relying on data being manually entered
into the local database by DoD providers.

X X X X X X
X X X X X X
X X X X X X
X X X X X X
X X X X X X
X X X X X X
X X X X X X

VA and DoD data may be of special importance for
those State and local immunization programs with
large veteran and military populations. Veterans comprise more than 10 percent of
the adult population in Alaska, Virginia, and Montana.*® Additionally, North Carolina
is home to the largest military base in the world and has an estimated 113,000 active
duty and reserve personnel.>” *® One immunization program that reported having a

Source: OIG analysis of survey data, 2022.

Challenges With Vaccination Data Hinder State and Local Immunization Program Efforts To Combat COVID-19
OEI-05-22-00010
Findings | 9



large veteran population stated that not having data directly from VA created serious
quality issues when the immunization program tried to create a complete picture of
vaccination coverage.

Most immunization programs reported receiving individual-level
data on vaccines administered by IHS providers, but many
reported challenges

In contrast to VA and DoD, most immunization
programs reported receiving some vaccination programs reported not

data from IHS, but many programs also reported receiving any data from IHS
that IHS data received were incomplete. Of the 25 providers

State and local immunization programs with

documented IHS facilities, 2 reported not

receiving any data at all, and 14 reported

challenges, such as with obtaining data from all

IHS providers.*> ®° Only nine of these

immunization programs reported receiving data

2 of the 25 immunization

from IHS and did not report challenges in X X
obtaining all the data needed.

14 programs
Some of the 14 State and local immunization A reported challenges
programs that received data but reported obtaining data
challenges attributed these challenges to IHS Source: OIG analysis of survey data, 2022.

facilities’ differing technological capabilities.

Some facilities may have an electronic health record (EHR) that can more easily be
connected into an immunization database for automatic submission. One program
suggested that this technological difference was dependent on whether a facility is
IHS- or Tribally operated, noting that Tribal facilities were not always supported by
compatible data-exchange systems and may have faced greater challenges
establishing connection with the immunization database. Additionally, immunization
programs reported that connecting IHS facilities to their database was challenging
because each location must connect to the database individually, requiring testing
and troubleshooting unique to each facility.

Although not all jurisdictions have IHS facilities, their immunization programs may
need data from IHS facilities outside of their area. American Indians and Alaska
Natives (AlI/ANs) may receive care at any hospital or clinic.’ For example, one
immunization program noted that Tribal lands sometimes span multiple States and
therefore the program worked with out-of-State IHS facilities to ensure full coverage.
Complete IHS data may be particularly important for certain jurisdictions with high
concentrations of Al/AN populations or where a single Tribal land may cover multiple
jurisdictions. For example, the Navajo administrative unit alone serves 224,000
individuals and has facilities in Arizona, New Mexico, and Utah.®?
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Although most immunization programs received individual-
level data on vaccines administered by retail pharmacy partners,
many reported challenges with the data

As of December 2021, 42 State and local immunization programs reported that they
received at least some patient-level data directly from all of the pharmacy partners
offering vaccinations in their jurisdiction. However, 14 State and local immunization
programs reported not receiving any individual-level data from at least one retail
pharmacy partner active in their area. One immunization program estimated that its
immunization database was missing information on 400,000 doses from retail
pharmacy partners at the time of our survey. Moreover, many immunization
programs reported quality or timeliness challenges with the data they did receive.
Retail pharmacy partners signed agreements with CDC that state that vaccination data
must be transmitted either to State and local immunization databases or to another
system determined by CDC, and CDC reported to OIG that it encouraged retail
pharmacy partners to report to local immunization databases.

Many immunization programs reported challenges with
vaccination data from pharmacies, such as with timeliness,
accuracy, and completeness

14 of the 56 immunization Thirty immunization programs reported challenges
programs reported not with vaccination data received from pharmacy
receiving any data from at partners, including receiving untimely, inaccurate,
least one retail pharmacy or duplicate data, or not receiving all vaccination
partner records from a pharmacy that was otherwise

submitting data.

Some immunization programs noted that retail
pharmacy partners sometimes simply failed to
submit data in a timely fashion. One program
reported that some doses were not reported until
months after the actual administration date.

State and local immunization programs also
sometimes reported various concerns about the
accuracy and completeness of data received. For

X X X X X X X
X X X X X X X

30 programs example, immunization programs reported that
received untimely, they discovered patterns of deleted doses, missing
inaccurate, or data elements, and duplicate reporting. One
incomplete data immunization program reported that even after
Source: OIG analysis of survey data, 2022. working with the pharmacy partners in an effort to

resolve these challenges, the program may still be left with inaccurate data.
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Additionally, some State and local immunization programs reported that retail
pharmacy partners sometimes experienced interruptions with their data
transmissions. Some immunization programs attributed missing records to delayed
or interrupted data transmissions. One immunization program stated that when data
transmissions were interrupted, it was unable to recover all data reported during the
interruption. Without being able to recover this data, immunization programs are left
with records missing. Further, resolving the interruption may require that
immunization program staff provide technical assistance to pharmacies, where
pharmacy staff often did not know why the transmission was interrupted.

Some immunization programs reported that missing or untimely
pharmacy vaccination data may be related to third-party data-
sharing vendors

Retail pharmacies sometimes partner with third-party vendors to manage data-
sharing systems for reporting to State and local immunization programs, and
immunization programs noted that these vendors might have caused some data
challenges. For example, one immunization program reported that a vendor is
responsible for data transmissions but the vendor’s system sometimes went down for
days at a time. After the connection issue was resolved, the immunization program
said that it struggled to obtain the records missing because of the downtime.
Another immunization program noted that if a patient scheduled an appointment but
then canceled and rescheduled, the vendor might transmit both a record for the
canceled appointment and a record for the rescheduled appointment that occurred,
resulting in more records for vaccine administration than a patient received. Finally,
one program attributed inaccurate dates of administration to a vendor that used the
billing date instead of the administration date.

Fourteen State and local immunization programs reported that many of the data
challenges experienced were associated with one common third-party vendor.
Immunization programs reported that this vendor works with some of the country’s
largest pharmacy chains. Given that this vendor works with these large chains, this
single vendor is likely responsible for transmitting a great deal of retail pharmacy
data.

With insufficient vaccination data, some immunization
programs reported struggling to monitor vaccination
campaigns, despite Federal efforts

Without complete and reliable individual-level data from all Federal agencies and
pharmacy partners, many immunization programs reported facing challenges
managing effective vaccination campaigns. While Federal agencies and retail
pharmacy partners are not required to submit data directly to immunization
databases, State and local immunization programs reported that incomplete data
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hindered their efforts to estimate vaccination coverage rates, effectively plan strategic
targeted interventions, and provide vaccination records to individuals and providers.

Difficulty estimating coverage rates

\-' Some immunization programs reported being unable
@ to accurately estimate vaccination coverage rates

without complete and timely vaccination data from
all providers. Vaccination coverage is the estimated
percentage of people in a community who have
received vaccines.** Monitoring vaccination
coverage, through data on vaccine administration,
allows immunization programs to track and measure
the success of their efforts.

Nearly half of all
Americans age 75 or

older are veterans.®
Many of these older veterans
are eligible for VA health care
services, including

Ve, When data are missing or inaccurate, immunization

programs cannot confidently determine these
. e . estimates. For example, one immunization program
immunization program said, ! . -
it could not accurately reported that data missing from retail pharmacies
e et e e affected its total vaccination count and the
for its older populations. vaccination numbers it reported to the public.
Another immunization program reported that
without data from Federal agencies that provide
vaccinations, it had difficulty accurately estimating vaccination coverage for counties
with large military populations.

Without VA data, one

Although CDC makes Federal agency and pharmacy partner data available at the
aggregate level through Tiberius and the public COVID-19 Data Tracker, some
immunization programs noted differences in the aggregate data and the programs'’
databases. Some immunization programs reported that the vaccination coverage
estimates in their databases were smaller than CDC's estimates. One immunization
program added that CDC's publicly reported estimates may also have been larger
because a person who received their first dose from a Federal provider and their
second from a non-Federal provider could have been counted as two different
individuals who received their first doses, not as a single fully vaccinated person. CDC
commented that a number of factors may contribute to such discrepancies and some
of them are not solely under Federal control, such as incomplete or inaccurate data
maintained by State and local immunization programs.
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Challenges in targeting outreach to unvaccinated and vulnerable populations

Some immunization programs reported using data

‘.‘ to systematically identify communities with low
() vaccination coverage to plan local pop-up

vaccination clinics, target vaccination marketing

Most Americans live campaigns, or conduct other outreach aimed at

within 5 miles of a increasing vaccination rates. However, without the
pharmacy. CDC partnered with  data needed, some State and local immunization
21 retail pharmacies and their programs reported struggling to plan and enact

41,000 retail locations across the strategic targeted interventions.
country because pharmacies can

reach people who cannot access Some immunization programs reported that

other providers easily, such as incomplete data limited their ability to promote
rural Americans. > *° health equity because the programs could not
accurately identify vaccination disparities between
demographic groups. For example, one
immunization program reported that without data
from VA, DoD, and IHS, it could not accurately
calculate vaccine rates or provide vaccination
records for special populations, such as Tribal

Rural Americans are at higher risk
of death from COVID-19, so
increasing vaccination rates in
remote areas is key.®” Without
complete and accurate data from
retail pharmacies, State and local

immunization databases are members and their families; rural communities;
potentially missing vaccination and veterans experiencing homelessness.

records for some Americans Immunization programs specifically described the
disproportionately affected by importance of IHS data to monitor vaccination
COVID-19. coverage of American Indians and Alaska Natives

(Al/ANs), a demographic group at high risk for the
negative impacts of COVID-19. Al/ANs have historically experienced a lower life
expectancy and disproportionate disease burden compared to other Americans, and
Al/ANs are nearly twice as likely to die from COVID-19 as are White Americans.®® ¢

Some immunization programs also conducted outreach to individual residents, but
incomplete vaccination records made it difficult to efficiently and correctly identify
unvaccinated or partially vaccinated residents who would benefit from reminders. For
instance, one immunization program said that it sent out reminder letters to all
unvaccinated older residents using data in its immunization database, but then it
received many calls from individuals who informed the program that they had already
been vaccinated by Federal agencies. Similarly, another immunization program noted
that incomplete data limit its ability to conduct any outreach about booster needs.

Inability to provide up-to-date records to individuals and providers

Some immunization programs reported not being able to provide records to
residents when requested because these residents had been vaccinated by Federal
agency or retail pharmacy providers that did not report to immunization databases.
Without complete vaccination data, immunization programs cannot always provide
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accurate individual vaccination records when requested by residents and health care
providers. For example, one immunization program said that it received reports of
residents who requested a second or third COVID-19 vaccine dose but faced
challenges when vaccination providers could not find evidence of earlier doses in the
immunization databases. One purpose of State and local immunization databases is
to offer up-to-date vaccination records for individual residents and health care
providers, and residents sometimes inquire about obtaining proof of their vaccination
status.

Lack of comprehensive information on vaccination providers

Some immunization programs reported not knowing that lists of all Federal agency
providers providing vaccinations in the programs’ jurisdiction were available. Without
comprehensive information about all providers operating in their jurisdiction, State
and local immunization programs do not know the extent to which the program is
missing vaccination data. CDC indicated that it would notify programs of any Federal
providers that enroll directly with CDC to receive and dispense vaccinations.”
Additionally, CDC stated that immunization programs can access lists of enrolled
providers in Tiberius.

The Federal government is making efforts to share vaccination
data from Federal providers, but immunization programs
reported that these efforts had not yet met program needs

CDC and other parts of the Federal government have taken steps to provide
immunization programs with data from Federal agencies. However, these efforts did
not yet offer all the data that immunization programs needed.

The Federal government made aggregate data available, but immunization
programs reported that those data did not provide sufficient individual-level
details to fully meet immunization programs’ needs

The Tiberius data system provides State and local immunization programs with the
Federal government's aggregate, deidentified counts of the total number of vaccines
administered by Federal agencies and pharmacy partners.”” Tiberius also offers
aggregate equity and social vulnerability metrics at the zip-code level. However,
some programs reported still being unable to confidently estimate vaccination
coverage because they could not compare this deidentified data against their own
individual-level data records to resolve data discrepancies such as doses that were
accidentally recorded twice. Aggregate data also did not provide the type of detail
that immunization programs needed to support all vaccination-campaign efforts. For
example, one immunization program said that the available aggregate Federal agency
data did not allow a sufficiently granular breakdown for use in small-scale health
equity promotions. And because aggregate data cannot be used to update records
for individual residents, it does not help State and local immunization programs
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ensure that they provide residents and health care providers with accurate vaccination
records.

The current Federal immunization data exchange solution will likely solve many
issues with Federal agency data, but this solution was delayed and may have
outstanding challenges

Immunization programs acknowledged that CDC is actively working on setting up the
|Z Gateway as a solution to support the exchange of vaccination data between Federal
agencies and State and local immunization databases. Some immunization programs
anticipated that the 1Z Gateway will help them obtain some or all of the data needed
from Federal agencies.

At the time of our survey in December 2021, the IZ Gateway was not yet operational
for the exchange of immunization data between Federal agencies and all State and
local immunization databases, but the process has since progressed. Some of these
immunization programs reported being in the process of setting up agreements with
VA and CDC to share data through the IZ Gateway in the future. In May 2022, CDC
reported that 1 immunization program was actively exchanging data with VA, and
CDC reported that as of November 2022, 23 immunization programs were doing so.

In addition, other immunization programs expressed concerns that they will not be
able to connect to the I1Z Gateway system when it is ready because of potential
technical limitations of their immunization databases. For example, some
immunization programs said that the software company contracted to build and
maintain their immunization database systems had indicated that it may opt out of
participating in the IZ Gateway. Twelve immunization programs reported using this
software company for their immunization database systems. If this company opts out
of the IZ Gateway, these immunization programs may not be able to exchange
immunization data via the IZ Gateway.
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CONCLUSION AND RECOMMENDATIONS

High-quality, comprehensive data on vaccine administration are essential for State
and local immunization programs to protect the health and well-being of the
populations they serve. The COVID-19 pandemic highlighted the public health need
for this data. Immunization programs need individual-level vaccination data to
estimate coverage rates, identify populations in need of vaccines, and protect those at
higher risk of negative health outcomes. However, nearly all programs reported
challenges in obtaining individual-level data on COVID-19 vaccinations administered
by Federal agencies and retail pharmacy partners, with many receiving no individual-
level data at all on vaccinations administered by Federal agencies.

Vaccine data sharing is complex, as it involves many stakeholders with different
policies and technical capabilities. Prior to the pandemic, CDC recognized the need
for a long-term solution to facilitate comprehensive sharing of individual-level vaccine
data, but that solution was not in place when the public health emergency began.
Federal agencies and retail pharmacy partners were not required to submit individual-
level COVID-19 vaccination data directly to immunization databases, given existing
policy and technical limitations. To help meet the immediate need for immunization
program oversight of COVID-19 vaccinations, CDC made available aggregate data,
which can be helpful but are not entirely sufficient for vaccination monitoring.

CDC is actively working to set up the IZ Gateway as a long-term solution to connect
Federal agencies with State and local immunization databases, and to connect
different State and local immunization databases with one another. Congress and
CDC are also considering changes to immunization databases and the authorities that
govern how public health data are collected and shared.”> ”* These efforts to facilitate
data sharing on vaccination administration, for the COVID-19 vaccination campaign as
well as for other emerging infectious diseases and routine vaccinations (e.g., flu
vaccines), may address challenges described by State and local immunization
programs. Recent concerns about the threat of mpox—another infectious disease
with available vaccines—underscore the urgency of improving vaccination data
sharing. There are additional steps CDC can take to help meet immunization
programs’ needs, beyond prioritizing the completion of the IZ Gateway. We
recommend that CDC:
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Work with State and local immunization programs and retail
pharmacy partners to mitigate reported data gaps and
timeliness challenges

CDC should take action to improve the data immunization programs receive from
retail pharmacy partners. CDC should, at minimum, facilitate solutions to sizable gaps
in reporting from retail pharmacy partners to State and local immunization programs.
For example, CDC could prioritize the 14 immunization programs that reported not
receiving any data from at least one retail pharmacy partner present in their
jurisdiction. CDC could clarify expectations and facilitate better data reporting for the
COVID-19 vaccination campaign and future vaccination efforts. To further improve
data quality and transmission timeliness, CDC could also work with the third-party
vendors that contract with major national pharmacy chains to identify improvements.

OIG's companion work, Early Challenges Highlight Areas for Improvement in COVID-19
Vaccination Programs (OEI-04-21-00190), also recommends that CDC develop
strategies to improve vaccine administration data. Specifically, that recommendation
states that CDC should define and communicate data quality standards for providers
and require that immunization programs develop an approach to provide routine
data quality feedback to all providers of IIS reporting. Further, that recommendation
states that CDC should continue to work with immunization programs on the
collection of complete and accurate race and ethnicity data. This report’s findings
also support that recommendation.

Provide educational outreach to ensure that State and local
immunization programs are aware of existing tools to address
vaccination campaign needs

CDC should offer updated educational opportunities to ensure that immunization
programs understand how existing tools can assist in their COVID-19 vaccination
campaigns. These opportunities could include webinars or publication of a
frequently-asked-questions document about how to leverage data sources outside of
immunization databases, such as Tiberius and the COVID-19 Data Tracker, to address
gaps reported to OIG. For instance, CDC could instruct immunization programs on
how to access complete lists of Federal agency and retail pharmacy providers through
Tiberius.
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AGENCY COMMENTS AND OIG RESPONSE

CDC nonconcurred with our first recommendation and concurred with our second
recommendation.

In nonconcurring with our first recommendation—that CDC should work with State and local
immunization programs and retail pharmacy partners to mitigate reported data gaps and
timeliness challenges—CDC indicated that it does not have the legal authority to standardize
reporting across all jurisdictions. CDC stated that in the absence of a Federal mandate for all
vaccination events to be reported to IISs, IIS data will continue to be inconsistent. Specifically,
CDC noted that some jurisdictions lack legal authority to collect and share pharmacy vaccination
data, and that jurisdictions may not prioritize pharmacy connections to 1ISs because some
pharmacies may have lower immunization volume than do other providers.

While OIG recognizes that limits on legal authority impact CDC's ability to ensure
comprehensive vaccination data sharing across all jurisdictions, we continue to believe that CDC
has opportunities to improve the data immunization programs receive from retail pharmacy
partners. Indeed, CDC agreed that additional work with pharmacies is needed to ensure robust
immunization data and stated that it continues to work with partners to address technological
issues within 1I1Ss and pharmacy systems. OIG supports these efforts, and we encourage CDC to
focus on immunization programs that reported the greatest gaps in data from Federal retail
pharmacy partners.

In concurring with our second recommendation—that CDC should provide educational outreach
to ensure that State and local immunization programs are aware of existing tools to address
vaccination campaign needs—CDC stated that it provides immunization programs with technical
assistance; educational outreach; and information on where and how to find data. For example,
CDC described conducting individual outreach to jurisdictions, holding regular office hours to
solicit feedback on jurisdictions’ needs, hosting webinars on its data systems, and issuing weekly
reports on data quality. OIG believes that CDC could take additional steps to help
immunuization programs leverage data sources outside of immunization databases, such as
providing instructions on how to access complete lists of Federal agency and retail pharmacy
providers through Tiberius.

In technical comments, CDC also stated that concerns raised in our report regarding an
immunization database software company potentially choosing not to participate in the IZ
Gateway had been resolved.

For full text of CDC's comments, see the Agency Comments appendix at the end of the report.
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DETAILED METHODOLOGY

Scope

For this data brief, we conducted a survey among State and local immunization
programs and analyzed their responses.

We included 56 State and local immunization programs in our review. This includes
all 50 States and the 6 cities (i.e., Chicago, the District of Columbia, Houston, New
York City, Philadelphia, and San Antonio) that operate an immunization database. We
included all States and cities to ensure that we could provide comprehensive
information about immunization data received by State and local programs from
Federal agencies and retail pharmacy partners. We did not include the eight U.S.
territories with immunization databases in this review.

Data Sources and Collection

In December 2021, OIG sent an online survey to State and local staff who manage
immunization programs and immunization databases. All 56 States and localities
responded to our survey. In February 2022, OIG followed up via email with seven
immunization programs to request more in-depth information regarding unclear
responses.

Survey questions

We used the survey to ask State and local immunization programs about data
received from Federal COVID-19 vaccination providers. First, we asked whether
programs receive data from (1) Federal agencies that provide vaccinations (VA, DoD,
IHS, the Bureau of Prisons (BoP), and the Department of State) and (2) retail
pharmacies participating in the Federal retail pharmacy partner program (e.g.,
Walgreens, CVS, Walmart), and how programs use this data in immunization
campaigns.” "> We asked immunization programs to describe how data are received,
either through (1) automated means (e.g., an electronic health exchange, or an HL7
system interface) or (2) other methods such as manual entry by providers or program
staff, and any challenges with receiving data through either method. Additionally, we
asked how State and local immunization campaigns are limited by incomplete data.
Finally, we asked State and local immunization programs about how CDC or others
could assist with these issues.

Data analysis

We analyzed surveys and followup emails to understand the data State and local
immunization programs are receiving from Federal agencies and retail pharmacy
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partners. First, we reviewed survey responses to understand whether State and local
immunization programs received any data from Federal agency providers or retail
pharmacy partners.

After determining whether State and local immunization programs received any data,
we reviewed surveys to gain greater insight into how the data were received and any
challenges with completeness, accuracy, and timeliness of the data.

We analyzed the surveys to identify how immunization programs use this data to
administer their vaccination campaigns or any limitations their campaigns experience
because of incomplete, inaccurate, or untimely data.
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APPENDIX

Agency Comments

: _/C U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES Public Health Service
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Centers for Disease Control
and Prevention (CDC)
Atlanta GA 30329-4027

DATE: December 6, 2022

TO: Ann Maxwell
Deputy Inspector General for Evaluation and Inspections

FROM.: Rochelle P. Walensky, MD, MPH
Director, CDC Centers for Disease Control and Prevention (CDC)

SUBJECT: INFORMATION ONLY - CDC’s response to the Office of the Inspector
General’s (OIG) draft report, “Challenges With Data From Federal Vaccination
Partners Hinder Efforts by State and Local Immunization Programs To Combat
COVID-19, OEI-05-22-00010 (the Report)

KEY INFORMATION

This memorandum is to inform you that CDC has responded to the Report by detailing the
agency’s planned actions (TAB A). CDC appreciates the opportunity to review and comment on

this report prior to the final release.
%/Aﬂ“&mﬁ

Rochelle P. Walensky, MD, MPH

Attachment
TAB A: CDC’s planned actions regarding recommendations
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Centers for Disease Control and Prevention (CDC)’s planned actions in response to the
Office of the Inspector General’s (OIG) draft report, ‘“Challenges With Data From Federal
Vaccination Partners Hinder Efforts by State and Local Immunization Programs To
Combat COVID-19, OEI-05-22-00010" (the Report)

CDC appreciates OIG’s ongoing work on the Report and strongly supports state and local
immunization program efforts to increase vaccination rates and reduce vaccine-preventable
disease through ongoing data collection and monitoring using jurisdiction immunization
information systems (IIS). As described in the OIG report, complete and timely vaccination data
is important for immunization programs to successfully identify populations at high risk for
vaccine-preventable diseases and target interventions and resources efficiently. IIS comprise the
information systems, programs, people, and process associated with the system and is directly
related to increasing vaccination rates and reducing vaccine-preventable disease. IIS uses
confidential, population-based, computerized databases that record immunization doses
administered by participating providers to persons residing within a given geopolitical area. At
the point of clinical care, IIS provides consolidated immunization histories for use by a
vaccination provider in determining appropriate patient vaccinations. IIS provides aggregate data
on vaccinations for use in surveillance and program operations, and in guiding public health
action with the goal of improving vaccination rates and reducing vaccine-preventable diseases.
CDC plans to continue progress in IIS performance, standards, and sustainability; and in
strengthening connections to and within the public health information technology environment.

OIG Recommendation (1)
OIG recommends CDC take action to improve the data immunization programs receive from
retail pharmacy partners by:
o Facilitating solutions where there are sizeable gaps in reporting from retail pharmacy
partners to state and local immunization programs. For example, CDC could prioritize the
14 immunization programs that reported not receiving any data from at least one retail
pharmacy partner present in their jurisdiction.
o Clarifying expectations and facilitating data reporting for the coronavirus disease 2019
(COVID-19) vaccination campaign and future vaccination efforts.
o Working with third-party vendors that contract with major national pharmacy chains to
identify improvements.

CDC Response: CDC nonconcurs with OIG’s recommendation.

CDC agrees that additional work with pharmacies is needed to ensure robust reporting of
immunization data to IIS. CDC continues to work with IIS partners to address technological
issues within the IIS and/or pharmacy systems. However, the ecosystem in which IIS operate is
complicated by the web of policies and regulations that govern IIS reporting. IIS policies and
regulations are enacted at the state and local levels, and CDC does not have the legal authority to
standardize reporting across the nation. IIS policies govern the reporting entities (i.e. who reports
to the jurisdiction IIS), what data may be collected, what type of consent is required to collect
data, and what data may be shared. Currently, some jurisdictions are limited in their ability to
collect and share data from pharmacies because they do not have the legal authority to do so, per
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state and local regulations. In other cases, jurisdictions may prioritize pharmacies lower in their
onboarding queues to focus on high-volume providers of routine immunizations. Ensuring
sustainable and diverse mechanisms of financial support, a trained workforce, and adequate
reporting authorities would enhance pharmacy data collection and reporting to the IIS. In the
absence of a federal mandate for all vaccination events to be reported to the IIS for population
health monitoring, IIS data will continue to be inconsistent across the nation.

OIG Recommendation (2)

OIG recommends CDC offer updated educational opportunities to ensure immunization
programs understand how existing tools can assist in their COVID-19 vaccination campaigns.
These could include webinars or the publication of a frequently asked questions document about
leveraging data sources outside of immunization databases, such as Tiberius and the COVID-19
Data Tracker, to address gaps reported to OIG. For example, CDC could instruct immunization
programs to access complete lists of federal agency and retail pharmacy providers through
Tiberius.

CDC Response: CDC concurs with OIG’s recommendation.

CDC agrees that ongoing outreach to ensure awareness of existing tools and data is helpful to
jurisdictions. CDC provides technical assistance, educational outreach, and information on data
systems (e.g. where and how to find data). This includes individual outreach to jurisdictions by
assigned project officers and subject matter experts to provide customized technical assistance,
regular webinars on data systems (e.g., HHS-CAG webinars on Tiberius, CDC webinars on the
Immunization Data Lake, Data Clearinghouse, Immunization Gateway, etc.), available reports
(e.g., provider data, partner administration data), resources and guidance, weekly data quality
reports to highlight areas of concern and suggested steps for improvement, and regular office
hours to answer questions and solicit feedback on jurisdiction needs. CDC does not own
jurisdiction, participating partners, or other federal agency systems and must rely on system
owners to determine the training needs of their users but does provide communications and
access to training materials, when feasible.
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ABOUT THE OFFICE OF INSPECTOR GENERAL

The mission of the Office of Inspector General (OIG), as mandated by Public Law
95-452, as amended, is to protect the integrity of the Department of Health and
Human Services (HHS) programs, as well as the health and welfare of beneficiaries
served by those programs. This statutory mission is carried out through a nationwide
network of audits, investigations, and inspections conducted by the following
operating components:

The Office of Audit Services (OAS) provides auditing services for HHS,
either by conducting audits with its own audit resources or by overseeing audit work
done by others. Audits examine the performance of HHS programs and/or its
grantees and contractors in carrying out their respective responsibilities and are
intended to provide independent assessments of HHS programs and operations.
These audits help reduce waste, abuse, and mismanagement and promote economy
and efficiency throughout HHS.

The Office of Evaluation and Inspections (OEIl) conducts national
evaluations to provide HHS, Congress, and the public with timely, useful, and reliable
information on significant issues. These evaluations focus on preventing fraud, waste,
or abuse and promoting economy, efficiency, and effectiveness of departmental
programs. To promote impact, OEl reports also present practical recommendations
for improving program operations.

The Office of Investigations (Ol) conducts criminal, civil, and administrative
investigations of fraud and misconduct related to HHS programs, operations, and
beneficiaries. With investigators working in all 50 States and the District of Columbia,
Ol utilizes its resources by actively coordinating with the Department of Justice and
other Federal, State, and local law enforcement authorities. The investigative efforts
of Ol often lead to criminal convictions, administrative sanctions, and/or civil
monetary penalties.

The Office of Counsel to the Inspector General (OCIG) provides
general legal services to OIG, rendering advice and opinions on HHS programs and
operations and providing all legal support for OIG's internal operations. OCIG
represents OIG in all civil and administrative fraud and abuse cases involving HHS
programs, including False Claims Act, program exclusion, and civil monetary penalty
cases. In connection with these cases, OCIG also negotiates and monitors corporate
integrity agreements. OCIG renders advisory opinions, issues compliance program
guidance, publishes fraud alerts, and provides other guidance to the health care
industry concerning the anti-kickback statute and other OIG enforcement authorities.
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